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Abstract

The intensification of digital transformations increases risk situations and raises the issue
of their assessment. Although these issues are the focus of researchers, there are still no working
risk assessment tools that would gain the trust of users, especially representatives of micro and
small businesses. To ensure competitiveness and overall business efficiency, it is advisable to
create a working methodology for assessing the risks of digital transformation. The purpose of
the study is to formulate a methodological approach designed to become a working tool for
identifying the factors that determine the risk situation in the digital market and characterize
their impact. For this purpose, the results of existing studies are commented on and a
comparative description of methodological approaches to assessing the risks of digital
transformation is given. The need for an urgent solution to the risk management problems
associated with digital transformations was emphasized. Strategic measures to be taken to
address the relevant problems were explained. The initial approach assumed a relatively easy-
to-understand and implement methodological approach involving the creation of a bank of
relevant risks for assessing cyber risks. From a methodological point of view, in the network
implementation of multi-level business models, great importance is attached to the fact that
digital business entities operating at the same level compete with each other and also enter into
partnerships.
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1. Introduction

The digital market presents surprises and new risks for market participants. It is difficult
to determine whether these risks are related to the market, the economy or digital
transformation. As with traditional risks [1], the initial approach can distinguish the
manifestations of digital transformation risks in the digital market and in the digital economy
(Figure 1). It is considered that [2] the risks of digital transformation primarily affect the
functioning of market participants (business entities). To study the nature of risks in the digital
economy, it is necessary to conduct a comparative characterization of digital and traditional
economic relations. In the relevant sources [3], the following are mentioned as characteristics
that distinguish the considered economic relations, determine risks and ultimately generate
crises: decreasing utility and decreasing profitability. The decrease in utility is caused primarily
by the fact that the benefits of using digital technologies are not directly related to material
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production, but to the conditions of use. If the number of producers does not increase and the
provider of digital services does not diversify its activities, marginal costs approach zero, and
utility decreases.
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Figure 1. Classification of risks posed by digitalization
Compiled by the author.

The situation described leads to a decrease in profitability. We consider it possible to
accept a simplified territorial distribution of the relationship to digital risks that arise during the
manifestation of digital transformation, the digital market and the digital economy, presented
in Figure 1.

The following are some of the risks faced by businesses in the digital marketplace [2]:

- Economic risks: monopoly, barriers that limit competition, isolation from external
markets, financial difficulties.

- technological risks (serious discrepancies between technological innovation priorities
and national innovation priorities; ergonomic problems);

- electronic risks, expressed in the encounter with theft of personal information, online
fraud, spam attacks, virus attacks, spyware and other similar situations.

- risks associated with the use of artificial intelligence (increasing possibilities of
disinformation, erroneous overestimation of Al capabilities and actions under its influence,
distortion of reality, detachment from reality, control of Al by malicious entities);

- natural and environmental risks (damage to equipment and digital infrastructure,
problems with energy supply as a result of natural disasters, as well as for environmental
reasons).

The following risks associated with the digital economy should be highlighted [4]:

- oligopoly in the information market.

- limited opportunities for public and state control.

- displacement of live labor, reduction in wages for unskilled labor.

- the education system chronically lags the needs of the labor market.

- direct dependence on economic entities on the Internet.

2. Metodology

The purpose of creating a digital risk detection model is to redirect funds that would
otherwise be spent on mitigating low-probability cyber risks to managing other risks. In
practice, risk assessment models are complex, and the lack of clarity about which factors
influence the results makes it difficult for business entities to use them when making decisions.
According to business entities, especially small and medium-sized businesses, these models
should be understandable to them and to experts. In other words, a working risk assessment tool
is needed in the context of the prevalence of small and medium-sized businesses. In this regard,
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in our opinion, the following approach deserves attention. According to the classical approach,
the risk detection model (R) assumes that the probability of an incident (£) is calculated as the
product of the damage (Z) that would be caused if the incident occurred [5].

The probability and loss indicators can be represented as the following functions:
R=EXZ
E=a)H+BYB +yXQ + 6%S

Z=v)A+AYP +w)R + 2T + u),N

Here,

H-threats;

B-weaknesses (gaps);

Q-potential for violation of the rules (malfunction);

S-effectiveness of protective measures;

A-losses from asset depreciation;

P-losses from process disruption;

T-costs of ineffective regulatory measures;

N — represents losses due to dissatisfaction of partners and customers.
a,B,v,6,v,4 w2, -are the corresponding coefficients.

In cases where it is not possible to obtain data on the quantitative assessment of the

probability and damage indicators (which is indeed the case in this particular case), it is
necessary to use expert approaches to assessing cyber risks. In this case, the calculation
algorithm includes the following steps (Scheme 1):

Step L. Idennﬁca.twl-l of n.sk factors for Step II. Calculation of Step V. Prioritization of risks
the type of cyber risk being assessed cyber risk rating based on cost-benefit analysis
III
A
Step II. Expert assessment Step IV. Determination of the

of risk factors aggregate cyber risk rating

Scheme 1. Sequence of steps for cyber risk assessment

At Step I, described in Scheme 1, it is considered appropriate to create a bank of cyber

risks and their determinants [6]. A certain amount of subjectivity is allowed in the expert
assessment of risk factors (Step III) [7]. To reduce the negative impact of the subjective
approach, it is advisable to narrow the scope of application of expert technologies and use them
as an additional tool for assessing risk factors. The results obtained in studies [8], where the
overall cyber risk rating is calculated at Step III, can be more clearly demonstrated using
machine learning. At Step IV, it is advisable to calculate the overall cyber risk rating using the
matrix method. In IoT projects, this approach provides more reliable results, as shown in the
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relevant sources [9]. We believe that at this step, the generalization of expert opinions should
be accompanied by the ability to appeal to different opinions before the end of the process. In
this case, each responsible employee of the company will be able to qualitatively assess the
impact of risk factors. The appropriateness of the recommended approach is due to the need to
assess the subjects, rules, mechanisms and agreements involved in risk management from a
single point of view [10].

The results obtained in the prioritization of digital risks based on cost-benefit analysis
should be re-evaluated in terms of compliance with sustainable performance criteria. Compared
with existing approaches [11], the recommended approach to assessing cyber risks is more
flexible and understandable. As a next step, it is advisable to apply a transversal approach for a
more reliable risk assessment. Thus, a broad-based approach to risk management in the context
of digital transformation is considered promising. A transversal approach, expressed in attempts
to take into account the interests of all key stakeholders, yields certain results, as noted in the
relevant sources [12].

3. Results and discussion

In the relevant sources [13], the risks of digital transformation are classified according to
various criteria. Using these classifications, the risks faced by digital business can be interpreted
as follows:

- lack of a strategy that unites stakeholders to manage changes;

- increasing complexity of technologies and software created without taking into account
network feedback;

- lack of emphasis on the ease of use criteria when developing digital tools;

- lagging behind the pace of business digitalization and the pace of change in consumer
demand;

- inability to develop skills in data analysis, software integration, application architecture,
cybersecurity and other areas due to the high frequency of changes;

- making a decision between ensuring information security and developing integration
processes to the detriment of the latter;

- limitation of financial allocations due to failures in digital transformation.

Managing the risks associated with digital transformation requires addressing various
issues that arise during these transformations. The sources that study these issues [14] mention
the following as strategic measures to address them:

- increasing investment in digital technology platforms.

- creating a change (transformation) management working group.

- engaging a digital transformation consultant.

- taking into account the prospects for using digital platforms when developing and
implementing business models, etc.

Digital transformations expand the scope of risk management by adding risks to economic
activity. The growing dynamics of the business environment increases the diversity of
approaches used to neutralize risks in value chains.

Corporate digital transformations are accompanied by risks that affect company revenues.
As shown in the source below, ever-increasing investments in these transformations increase
the likelihood of operational risks [15]. In this case, the question of which risks at the company
level are more serious and which require greater costs to eliminate becomes relevant.

The choice or formulation of a methodological approach to assessing digital risks requires
characterizing the risks in the digital environment and answering a number of questions. We
limited ourselves to the following questions:

a) What changes do modern transformations, including digital ones, bring to the concept
of risk? Relevant sources [16] distinguish between risks threatening business, social, economic
and information security, as well as investment, military, political and other risks. Digital
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transformations bring information risks to the forefront, putting cybersecurity issues on the
agenda.

b) How does digitalization affect traditional risks and how do digital risks differ from
traditional risks? Although digital transformations partially eliminate problems such as
incompleteness and asymmetry of information, their ability to reduce the likelihood of
traditional risks remains a subject of discussion. Risks in the digital market and in the digital
economy are directly related to information relations and technologies, network modes. Rapid
digitalization causes radical and large-scale changes in people, society and the environment,
increasing the likelihood of new risks. In the documents of authoritative international
organizations, technological factors that determine technological risks include new
technologies, materials, production networks, policies, and measurement difficulties, the
characteristics of which are uncertain in the near future [17]. We agree with this approach that
it is necessary to distinguish between the impact of technological development or its problems
on digital risks [18]. The fact is that in practice, technological risks are often associated not with
digital technologies, but with problems in their application.

¢) What are the dynamics of risk management costs in the digital market?

In this regard, the results of relevant studies [19] show that companies perceive the risks
associated with digitalization as follows:

- the costs of implementing digital technologies are disproportionate to the income
received (35%);

- difficulties with recruiting personnel (34%);

- information security problems (33%);

- possible losses (31%).

Observations show that companies around the world are forced to take various preventive
measures to combat expected cybersecurity threats. These measures significantly increase the
costs of ensuring cybersecurity. In other words, the share of cybersecurity costs in the total
investment in digital development tends to increase.

It should also be noted that among the growing variety of theoretical approaches, the
transversal approach used to characterize and manage risks is considered more productive in
terms of sustainable development requirements. The already mentioned source [12] puts
forward the following argument in favor of using a transversal approach when defining the
main steps of digital risk management: when identifying risks, a holistic view of factors such
as the relationships between the company's structural units and the negative consequences of
the risks that have occurred allows for the perception of expectations. In this process, the
possibilities for the use of innovative technologies are expanded, and the company feels more
confident in making decisions.

4. Conclusion

The transformation of the proposed, easy-to-understand methodological approach to
assessing the risks of digital transformation into a working tool should be accompanied by the
creation of a cyber risk bank. Another necessary condition is the formation of the necessary
database with the participation of digital service providers and business entities. At present,
when implementing a multi-level (network, transport and application) business model on the
Internet, the possibility of cooperation between digital companies operating at the same level,
while competing, should be considered. It is very likely that the proposed approach will be
promising for use in decision support systems.
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