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Abstract 
This study focuses on the design and implementation of a low-cost, isolated network 

infrastructure to protect IoT devices in home and small-scale business environments from ARP 
spoofing and Man-in-the-Middle (MitM) attacks. The system is located on a Raspberry Pi and 
establishes an IoT network in a logically isolated manner, preventing devices on the primary 
home or enterprise network from directly accessing the IoT devices. This network separation 
enhances security by reducing the attack surface and limiting horizontal attacks. Network traffic 
in the isolated environment is monitored with minimal latency. ARP packets are captured, 
parsed, and analyzed using a specially developed algorithm. Using the data analyzed, the system 
generates a risk score to assess the probability of ARP spoofing or MitM attacks. Alerts are 
triggered when pre-defined threshold conditions are met. In this study, the alerts are used for 
monitoring and evaluation purposes as a first version; however, the architecture is designed to 
enable integration with firewalls or automated email or SMS mechanisms. The system has been 
tested in various attack scenarios. Tests have shown that during attack conditions, risk scores 
exceed threshold values and alerts are triggered. Furthermore, a web interface has been 
improved, providing ease of use for the end-user. Overall, the proposed solution demonstrates 
that it provides an affordable, practical, and effective security mechanism compared to its 
counterparts. 
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1. Introduction 
The rapid growth of the Internet of Things (IoT) ecosystem has significantly 

transformed interactions between the physical and digital worlds. IoT devices, widely used in 
areas ranging from smart homes to industrial automation, have become essential due to their 
capabilities in data collection, processing, and communication [1, 2]. However, this rapid 
proliferation has also exposed substantial security vulnerabilities. Because most IoT devices 
operate with limited processing power and energy resources, they are generally incapable of 
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supporting traditional security mechanisms [1, 3]. This limitation makes them highly 
susceptible to network-based threats [4, 2]. 

In home and small-scale business environments, a common installation mistake is 
placing IoT devices on the same network as users' primary devices. This design expands the 
attack surface, especially in networks that allow guest access or lack comprehensive security 
controls. Unrestricted access to IoT devices by any connected system opens the door to hacking 
activities. In this context, attacks exploiting inherent security vulnerabilities in the Address 
Resolution Protocol (ARP) pose a serious threat, especially since the attack requires low 
technical expertise [5, 6]. 

ARP spoofing attacks exploit the lack of authentication in the IP-MAC address mapping 
process in local area networks [2]. By sending forged ARP responses, attackers can manipulate 
traffic flows, flood the network with forged ARP packets to block communication, or 
impersonate the default gateway or another device on the network [4, 7]. These attacks form 
the basis of Man-in-the-Middle (MitM) attacks, which allow the attacker to interrupt, modify, 
or block network communication [2, 8]. Given the increasing number of Internet of Things 
(IoT) devices controlling both sensitive data and physical processes, the impact of such attacks 
extends beyond data breaches to potential physical hazards. 
Although commercially available firewalls, intrusion detection systems, and software-defined 
networks constitute efficient protection, these tools remain out of the reach of both ordinary 
users and small companies because of their high price tags and difficult installation procedures 
that require infrastructure facilities characteristic of large enterprises [9, 10]. Consequently, the 
emergence of cost-effective and easily usable systems is crucial to the further implementation 
of IoT security measures. 

In light of this requirement, the project will implement a cost-effective architecture based 
on Raspberry Pi, which is intended to safeguard IoT devices from ARP spoofing attacks and 
MitM attacks. The architecture will control the attack surface by isolating the IoT devices from 
the local network and monitoring ARP traffic in the isolated part of the network in real time. A 
multi-metric scoring algorithm will assign points to IP-MAC pairs, packet rates, and MAC 
address changes to raise alerts when certain thresholds are surpassed. The architecture is also 
expected to be flexible enough to allow scalability and usability with existing firewalls or 
automated response systems. A web interface has been developed to improve the usability of 
this architecture. It can be noted that Internet of Things (IoT) devices have a relatively lower 
level of security compared to the traditional computing systems since their hardware and 
interfaces provide limited resources, thus restricting any user interaction. The use of such 
devices on a home/business network means that both legitimate and illegitimate devices can 
establish communication with each other, thus increasing the attack surface. The proposed 
threat model includes network level threats such as passive and active attacks. ARP protocol, 
which natively resolves IP addresses to MAC addresses without any authentication, is 
susceptible to Man-in-the-Middle (MITM) attacks, wherein an attacker may spoof or tamper 
with the ARP response and masquerade as a gateway or victim device. With MITM attacks, 
attackers can snoop on, alter, or hijack network traffic, thus making detection of threats in IoT 
extremely tricky and enabling attackers to linger on for a long time. The unisolated environment 
wherein IoT and user devices are in the same network segment, especially when guest 
connectivity is involved, poses the highest level of risks. In order to counter these weaknesses, 
this research recommends building logically segregated Raspberry Pi network infrastructure for 
IoT, which is primarily concerned with anomalous behavior monitoring. 

2. Literature Review 
The rapid expansion of IoT networks has significantly increased data collection and 

processing capabilities while simultaneously enlarging the cyberattack surface [3, 4]. Due to 
limited memory, computational power, and energy capacity, IoT devices often cannot support 
traditional, resource-intensive cryptographic mechanisms, making them vulnerable to network-



 Hüseyin Polat et al.: Design of an Isolated and Low-Cost Raspberry Pi-Based IoT … 

 
28 

based threats such as ARP spoofing and Man-in-the-Middle (MitM) attacks [1, 2, 10]. Edge 
Computing mitigates latency by processing data closer to its source and can enhance security 
by shifting certain protection mechanisms to the network edge, reducing dependence on 
centralized infrastructures [1, 3, 11]. ARP is vulnerable to spoofing attacks in which malicious 
attackers masquerade as gateway nodes to compromise the traffic [5, 6, 7]. Man-in-the-middle 
(MitM) attacks can lead to significant data compromises, particularly in high-risk scenarios 
such as university environments [2, 12, 13]. Economical solutions using the Raspberry Pi 
device make it easier to deploy firewalls and intrusion prevention systems to monitor and 
control traffic in small-scale environments [8, 9]. Instantaneous detection approaches, including 
comparison of static router MAC address tables and ARP tables, can ensure rapid responses in 
less than one second [5]. The fusion of machine learning algorithms, VLANs, SDN control 
frameworks, and lightweight hardware systems enhances security in IoT networks [4, 7, 8, 10, 
12, 13]. 

3. Proposed System Architecture 
The designed system consists of a relatively inexpensive IoT architecture implemented 

with isolation and intended for use in home or small businesses environments (Figure 1). The 
main aim of the architecture is an increase in security as a result of logical separation of IoT 
devices from the general network utilized for performing regular tasks. According to the 
developed architecture, the central node based on the Raspberry Pi technology creates the 
isolated IoT segment and monitors it consistently. 

The Raspberry Pi 5 with 8 GB RAM serves as the core platform, offering sufficient 
processing capacity and low energy consumption. Acting as both a gateway and a monitoring 
unit, the device manages internet access for IoT devices while simultaneously collecting and 
analyzing network traffic. This integrated approach eliminates the need for enterprise-grade 
hardware, providing a cost-effective and compact security solution suitable for non-expert 
users. 

 
Figure 1. Proposed isolated IoT network architecture 

IoT devices are placed in an isolated network segment, which is separate from personal 
computers, mobile devices, and guest access networks. The internet connectivity for the 
Raspberry Pi is provided through Ethernet and then distributed among IoT devices in a 
controlled way. Despite this, IoT devices remain accessible to the Internet, but are not allowed 
for direct communication with other network devices. The isolation helps reduce exposure to 
threats within the internal network, especially in those with guest access capabilities. 

The network traffic within the isolated IoT segment is continuously monitored using 
software components running on the Raspberry Pi. Network packages are captured without 
affecting their transmission and then analyzed at the protocol level. To save time and improve 
performance, only those traffic types that are interesting for our analysis, namely ARP and 
RARP traffic, are studied. 

Captured ARP packets are analyzed in detail, as ARP plays a critical role in IP–MAC 
address mapping and is central to detecting ARP spoofing. Attributes such as source and 



 
 UNEC Journal of Computer Science and Digital Technologies, vol.2, №.1, 2026 

29 

destination addresses, timestamps, and packet types are extracted and structured for further 
analysis and scoring. 

Risk assessment of the analyzed ARP information uses a special scoring algorithm to 
check for potential anomalies on certain time periods. Risk scores obtained from this process 
are then evaluated in comparison with preset thresholds, and alerts are generated if needed. At 
present, although alerts perform only an informational function, the system can be modified to 
implement firewalls based on alerts. 

 

 
Figure 2. The proposed system's web-based interface 

To increase user-friendliness, a web interface is designed to help users monitor the status 
of the network, connected devices, traffic statistics, and received alerts. This is implemented as 
an additional layer of support for successful system management regardless of any technical 
skills (Figure 2).  

4. Attack Detection Approach 
The following is a multi-tiered, real-time detection methodology for detecting ARP 

spoofing attacks via thorough traffic analysis. Rather than using one criterion for determining 
the threat level, each captured ARP packet is analyzed independently through three different 
approaches to obtain an integrated score. The whole detection process can be divided into four 
steps. Initially, ARP packets are captured with timestamps to form a historical data set with IP-
MAC pairs, frequency of ARP messages, and changes in MAC addresses. In the next step, the 
system is able to learn from normal traffic behavior at each IP address for dynamic threshold 
settings. In the third step, there are three scoring algorithms working in parallel for each 
individual packet. The detection logic is structured around three primary analysis categories. 

IP–MAC Consistency Analysis: In normal conditions, an IP address maps to a single 
MAC address. ARP spoofing disrupts this pattern by associating a single IP address with 
multiple MAC addresses. The system monitors the number, frequency, and timing of mapping 
changes. Oscillation patterns where an IP alternates between MAC addresses are considered 
strong attack indicators. Additionally, a single MAC address mapped to multiple IP addresses 
is flagged as suspicious. 

ARP Packet Rate Analysis: The attacker attempts to flood the network with ARPs reply 
packets in order to affect the contents of the ARP table. This tool measures the rate of ARP 
packet sending per IP for different time windows (1 minute, 5 minutes, and 15 minutes) to 
identify abrupt changes and continuous abnormalities. It compares the current behavior with 
the learned normal one. The ratio between ARP reply and ARP requests is analyzed since an 
abnormal reply of traffic might suggest an attack. 

MAC Address Change Analysis: Frequent, rapid MAC address changes are uncommon 
in legitimate networks but are typical in spoofing attacks. A time-weighted mechanism 
evaluates MAC changes within the last hour, giving greater importance to recent events. Unique 
MAC counts and oscillation behaviors are also considered. 
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Each category produces a score between 0 and 100. The final risk score is calculated using 
weighted averaging: IP–MAC consistency (50%), ARP packet rate (30%), and MAC change 
behavior (20%). Risk levels are defined as Normal (<20), Low Risk (20–50), High Risk (50–
75), and Attack (≥75). Additionally, if any single category exceeds 50, the system directly 
escalates to “Attack.” This dual-layer threshold logic enhances both sensitivity and specificity 
while enabling rapid detection of significant anomalies. 

5. Experimental Environment, Test Scenarios and Observations 
The current section is dedicated to the validation process of the proposed system in an 

actual home and business setting. The first goal was to evaluate the ability of the developed 
method to detect ARP spoofing attack within controlled but real-life conditions. 

5.1 Setup of the Test Environment 
The experimental infrastructure was built using a Raspberry Pi 5 (8 GB RAM) and a Tapo 

C211 home security camera. The Raspberry Pi established an isolated IoT network and 
provided internet connectivity exclusively through this segment. IoT devices connected only to 
the isolated network and had no direct communication with the main home or institutional 
network. This configuration reflects a common real-world “guest network – IoT network 
separation” model. The Raspberry Pi was connected to the external network via Ethernet and 
broadcast a separate wireless network for IoT devices. All ARP traffic within the isolated 
network was monitored and analyzed in near real-time. During testing, natural traffic was 
generated through real IoT devices to observe system behavior under typical usage conditions. 

5.2 Non-Attack Scenarios (Normal Network Behavior) 
In cases of no threat attacks, only the authorized devices within the Internet of Things 

will be operating in the network. In such circumstances, risk scores have stayed low and stable 
throughout the experiment. IP-MAC mappings are accurate; ARP packets are at expected 
levels, while changes in MAC addresses are uncommon. The system allows temporary 
abnormalities but classifies them as low-risk events; the highest risk score achieved was 12.1 
(Figure 3). 

 
Figure 3. System output total score table in normal network flow 

5.3 Attack Scenarios 
Controlled ARP spoofing attacks were then executed within the isolated network. The 

attacker device attempted to manipulate the ARP tables of other devices. Upon initiation of the 
attack, significant anomalies were detected, particularly in IP–MAC consistency analysis. 
Rapid changes in IP–MAC mappings and abnormal increases in ARP reply packets led to a 
rapid escalation in risk scores. As the attack persisted, total risk scores progressively increased, 
and the system generated “High Risk” and “Attack” level alerts (Figure 4). 
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Figure 4. System output of total score table during attack 

5.4 Evaluation Criteria and Analysis of Generated Alerts 
The evaluation process was concerned with the assessment of criteria based on 

observation such as alert consistency during attacks, reduction of scores following attacks, and 
consistency during normal operations. The alerts were set based on accumulated anomalies but 
not individual packets, thus reducing error due to fluctuations. Moreover, the system responded 
quickly when high anomalies occurred in each category of analysis. (Figure 5). 

Figure 5. Attack alerts 

5.5 System Performance and Latency 
The system operated near real-time on Raspberry Pi 5, with no noticeable latency. Packet 

capture, analysis, and risk score updates did not disrupt network performance or IoT device 
functionality. The web-based interface effectively displayed network status, connected devices, 
and alerts, confirming the system’s practicality and usability for home users and small 
businesses. 

6. Discussion and Future Work 
The Raspberry Pi-based isolated IoT network architecture proposed in this study provides 

a low-cost and practical security solution for home and small-scale business environments 
against ARP spoofing and Man-in-the-Middle attacks. Experimental findings show that the 
system maintains low risk scores under normal traffic conditions while significantly increasing 
scores during attack scenarios. By logically separating IoT devices from the main network 
without requiring VLAN configuration or additional enterprise hardware, the architecture 
effectively narrows the attack surface. The Raspberry Pi 5 platform successfully performed near 
real-time ARP analysis without negatively impacting network performance. 

The multi-layered detection approach enhances reliability by jointly evaluating IP–MAC 
consistency, ARP packet rate, and MAC address changes rather than relying on a single metric. 
Its rule-based design eliminates the need for training data, enabling rapid deployment and 
adaptability in resource-constrained environments. Although the dynamic learning mechanism 
reduces false positives, it may slightly increase detection time. The web-based management 
interface improves usability by presenting visual risk indicators and alerts, making the system 
accessible to non-expert users. However, the current implementation focuses solely on ARP-
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layer analysis; DNS spoofing, application-layer threats, and the inspection of encrypted traffic 
remain outside its scope. Additionally, reliance on a single Raspberry Pi node introduces a 
potential single point of failure. 

In terms of scalability, the proposed system's current architecture targets home and small-
scale business environments and can effectively support a limited number of IoT devices. 
Considering the processing power and memory capacity of the Raspberry Pi 5, an increase in 
latency and resource usage in the ARP packet analysis process is expected as the number of 
devices that can be monitored simultaneously increases. Theoretically, it is predicted that the 
Raspberry Pi 5, with its 8 GB RAM and quad-core processor, can seamlessly support dozens 
of IoT devices; however, load tests with a large number of devices are required to definitively 
determine this limit. In this study, only a limited number of real IoT devices could be used in 
the test environment; scalability evaluation in a large-scale environment could not be performed 
due to practical limitations. This limitation is considered a research area that is planned to be 
addressed with more comprehensive testing infrastructures in the future. 

In terms of cost comparison, the proposed system offers a significant cost advantage 
compared to commercial IoT security gateways. Enterprise-class security devices such as Cisco 
Meraki MX or Fortinet FortiGate require a budget of hundreds to thousands of dollars, 
including hardware costs and annual license fees. In contrast, the Raspberry Pi 5 hardware used 
in the proposed system can be obtained for approximately $80-100 USD, with no ongoing 
license or subscription costs. This cost difference makes the proposed approach an attractive 
alternative, especially for home users and small businesses that cannot budget for enterprise 
solutions. While it is acknowledged that the comprehensive feature set and technical support 
offered by commercial solutions cannot be fully met by this system, the proposed architecture 
is considered to offer an effective and accessible solution in terms of basic security needs. 

Overall, the study demonstrates that low-cost hardware, such as Raspberry Pi, can be 
effectively used in security-focused network applications. Future work will include automated 
response mechanisms, hybrid machine learning-based detection models, broader protocol 
analysis (e.g., DNS, DHCP, MQTT), scalability evaluation in dense IoT environments, 
distributed multi-node architectures, long-term real-world testing, user behavior-based alerting, 
and energy efficiency optimization. 

Disclosure of Interests. The authors have no competing interests to declare that are relevant to 
the content of this article.  
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